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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF NEW YORK

X
MICROSOFT CORPORATION,
Plaintiff, PERMANENT INJUNCTION
& ORDER
-against-
15-CV-6565 (NGG) (LB)
JOHN DOES 1-5,
Defendants.
X

NICHOLAS G. GARAUFIS, United States District Judge.

Plaintiff Microsoft Corporation requests a permanent injunction against five John Doe
Defendants, anonymous individuals who operate the so-called “Dorknet” botnet. For the
reasons set forth in the court’s accompanying Memorandum and Order, the court GRANTS a

permanent injunction with the following terms:
It is hereby ORDERED that:

(1)  Defendants, their representatives, and persons who are in active concert or
participation with them, are permanently enjoined, directly or indirectly,

from:

‘(a)  intentionally accessing and sending malicious software or code to
Microsoft and the protected computes and operating systems of
Microsoft’s customers and associated member organizations,
without authorization, in order to infect those computers and make

them part of any botnet;
b) sending malicious code to configure, deploy and operate a botnet;

() configuring, deploying, operating, or otherwise participating in or
facilitating the botnet described in the TRO Application, including

but not limited to the command and control software hosted at and
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operating through the Internet domains, domain name servers, and

IP addresses;

(d)  downloading or offering to download additional malicious software

onto the computers of Microsoft's customers; or
(¢)  undertaking any similar activity that inflicts harm on Microsoft,

Microsoft's customers, or the public.

(2)  Defendants forfeit their ownership interest and control of the Subject

Domains, as identified in Appendix A to this order.

SO ORDERED.
s/Nicholas G. Garaufis
Dated: Brooklyn, New York NICHOLAS G. GARAUFIS G
March3), 2017 United States District Judge
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APPENDIX A

REGISTRY FOR .COM AND .NET DOMAINS

Verisign Naming Services
21345 Ridgetop Circle
4th Floor

Dulles, Virginia 20166
United States

Verisign Global Registry Services
12061 Bluemont Way

Reston Virginia 20190

United States

REGISTRY FOR .INFO DOMAINS

Afilias USA, Inc.

Building 3, Suite 105,

300 Welsh Road, Horsham,
PA 19044

United States

Afilias plc

4th Floor, International House,
3 Harbourmaster Place,

IFSC, Dublin DO1 K8F1,
Ireland

CURRENTLY REGIS TERED .COM DOMAINS

b372000.com

a350000.com b388000.com

~ a36a000.com b399900.com
a388000.com b411000.com
a399900.com b444400.com
a444400.com baao20221.com
aaa02020o0.com baerr02.com
acarakallagroup42.com balkr02.com
adoyoulunderstandme42.com balkr03.com
airel bobohayawen42.com bmous2epadsafad42.com
ajhvdqwlladies42.com ¢35000000.com
alnisat.com ¢36300000.com
alufina.com ¢c41100000.com
amouslepadsafad2.com c44440000.com
artiho.com coachloan.com

b350000.com ~ dacoolair.com
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dacoolblr.com
gdsa.com
girccsas.com
googleure.com
habalot.com
hedrmsad.com
j031333.com
j34000000.com
jaa020222.com
jaa020225.com
jaa020226.com
Jaao20227.com
jaao029230.com
jaao31231.com
jaao31232.com
jamtes.com
jolaa23.com
jolaa24.com
jolaa25.com
jolaa27.com
jolaa30.com
jolrv99.com
jo31031.com
jo31032.com
"joerv0l.com
joerv02.com
joerv06.com
joerv07.com
joerv08.com
joyyv02.com
joyyv03.com
k201333.com
k211124.com
k211125.com
k211126.com
k211127.com
k211130.com
k211131.com
k211132.com
k340000.com
laeranatl.com
laeranat2.com
lartanat1l.com
lartanat3.com
lartanato.com
malaketna.com

najwahaifamelemal .com
najwahaifamelemal 00.com
najwahaifamelemal4.com
najwahaifamelemal 6.com
najwahaifamelemal 7.com
najwahaifamelema2.com

najwahaifamelema21.com
najwahaifamelema28.com
najwahaifamelema35.com
najwahaifamelema36.com
najwahaifamelema37.com
najwahaifamelema38.com
najwahaifamelema39.com
najwahaifamelema40.com
najwahaifamelema41.com
najwahaifamelema46.com
najwahaifamelema47.com
najwahaifamelema48.com
najwahaifamelema49.com
najwahaifamelemaS.com

najwahaifamelema50.com
najwahaifamelemna51.com
najwahaifamelemaS2.com
najwahaifamelema53.com
najwahaifamelema54.com
najwahaifamelemaS5.com
najwahaifamelema57.com
najwahaifamelemaS8.com
najwahaifamelema59.com
najwahaifamelema60.com
najwahaifamelema61.com
najwahaifamelema7.com

najwahaifamelema70.com
najwahaifamelema71.com
najwahaifamelema72.com
najwahaifamelema73.com
najwahaifamelema74.com
najwahaifamelema75.com
najwahaifamelema86.com
najwahaifamelema87.com
najwahaifamelema88.com
najwahaifamelema89.com
najwahaifamelema9.com

najwahaifamelema%1.com
najwahaifamelema97.com
najwahaifamelema98.com
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najwahaifamelema%9.com wegband.com
 ratkOl.com xludakx.com
retkOl.com yamimo.com
rogoeorogicol.com yongyuan2.com
roooggeyyyl.com zabrakOvminOkovl.com
rwt234.com zabrakOvminOkov2.com
shaimenal.com ) zabrakOvminOkov3.com
solaa00.com zabrakQOvminOkov4.com
sss11¢0.com zabrakOvminOkovS5.com
tassweq.com zabrakOvminOkové.com
- tsroxybaa.com zabrouskics.com

CURRENTLY REGISTERED .NET DOMAINS

babypin.net
drshells.net
momQ02.net
strongsearch.net
sult4n.net

CURRENTLY REGISTERED .INFO DOMAINS

estad.info
f0001.info
ngulesh.info
redflash.info
smellypussy.info .
thismynew1.info
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DEFENDANTS JOHN DOES 1 -5 CONTACT INFORMATION

1404418132@qq.com
daliandm@sina.com
estad.info@protecteddomainservices.com
ewrewr@msn.com

exed45@gmail.com
f0001.info@protecteddomainservices.com
jilaheg@126.com

kdnvkxnxc@sina.com
luanren_8@tom.com
matthew.wen@hotmail.com
mbakerh@yeah.net

qiushangzhi@35.com
ratk01.com@protecteddomainservices.com
trainerlouise@yahoo.com
yuming@yinsibaohu.aliyun.com



